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" worm is a program that can run by itself and can propagate a fully
working version of itself to other machines.

spark http://www.nsfocus.net/index.php?
act=magazine&do=view&mid=1851
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1. RPC COM Win2000/WinXP
RPC DCOM Win2000/WinXP
PacketStorm Win2000 WinXP Exploit:

/* Windows 2003 <= remote RPC DCOM exploit
* Coded by .:[0c192.us]:. Security
*

* Features:

*

* -d destination host to attack.

*

* -p for port selection as exploit works on ports other than 135
(139,445,539 etc)

*

* -r for using a custom return address.

*

-t to select target type (Offset) , this includes universal offsets for -
win2k and winXP (Regardless of service pack)

-1 to select bindshell port on remote machine (Default: 666)

B

* - Shellcode has been modified to call ExitThread, rather than ExitProcess,
thus

* preventing crash of RPC service on remote machine.
*
* This is provided as proof-of-concept code only for educational
* purposes and testing by authorized individuals with permission to
* do so.
*/
exploit Win2000 WinXP
RET
Win2000/WinXP
exploit, IP IP
worm C
C 135 IP
2. shellcode
shell shell
FTP  HTTP
shellcode exec

command shellcode, bind port shellcode, connect back shellcode, down file and exec
shellcode, down url file and exec shellcode hsj ida
exploit down file and exec shellcode

shellcode RPC DCOM
a. Netbios

Netbios RPC DCOM
system shellcode
Netbios system to user
RPC DCOM

b. shellcode




shellcode sql worm,

200 16
C. bind port shell, echo FTP
TFTP
d. shellcode bind port shell
server
e. hsj ida exploit exploit
shellcode shell
f. IP FTP/HTTP
21/80 worm
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g. Redcode/nimda tftp udp
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Redcode nimda tftp IP tftp
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4. nimda email, html, netbios
RPC DCOM nimda
5. exe RPC DCOM
worm nimda
6. DDoS
whitehouse microsoft DDoS
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Windows NT 4.0 Server
http://microsoft.com/downloads/details.aspx?Familyld=2CC66F4E-217E-4FA7-BDBF-
DF77A0B9303F&displaylang=en

Windows NT 4.0 Terminal Server Edition
http://microsoft.com/downloads/details.aspx?Familyld=6COF0160-64FA-424C-A3C1-
C9FAD2DC65CA&displaylang=en

Windows 2000
http://microsoft.com/downloads/details.aspx?Familyld=C8B8A846-F541-4C15-8C9F-
220354449117&displaylang=en

Windows XP 32 bit Edition
http://microsoft.com/downloads/details.aspx?Familyld=2354406C-C5B6-44AC-9532-
3DE40F69C074&displaylang=en



Windows XP 64 bit Edition
http://microsoft.com/downloads/details.aspx?Familyld=1BO0F5DF-4A85-488F-80E3-
C347ADCC4DF1&displaylang=en

Windows Server 2003 32 bit Edition
http://microsoft.com/downloads/details.aspx?Familyld=F8EOFF3A-9F4C-4061-9009-
3A212458E92E&displaylang=en

Windows Server 2003 64 bit Edition
http://microsoft.com/downloads/details.aspx?Familyld=2B566973-C3F0-4EC1-995F-
017E35692BC7&displaylang=en
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3. TCP/135 UDP/135 TCP/139 UDP/139
TCP/445 UDP/445 RPC DCOM
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